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THE ENEMY MAY BE TALKING

DON'T TALR!

THE ENEMY MAY BE LISTENING







Application of robots, Al and

automation technologies:
* Manufacturing
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Application of robots, Al and

automation technologies:
* Manufacturing
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Application of robots, Al and

automation technologies:
* Warehousing, supply and logistics




Application of robots, Al and

automation technologies:
* Warehousing, supply and logistics




Application of robots, Al and
automation technologies:

* Agriculture




Application of robots, Al and

automation technologies:
* Transportation / Autonomous cars




Application of robots, Al and

automation technologies:
* Medicine




Application of robots, Al and

automation technologies:
* Warfare




Application of robots, Al and

automation technologies:
* Legal services




Application of robots, Al and

automation technologies:
* Households




Application of robots, Al and

automation technologies:
* Households
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Application of robots, Al and

automation technologies:
*Swimming pools * Gardens




Application of robots, Al and

automation technologies:
* Guards * Parcel delivery




Application of robots, Al and

automation technologies:
* Education * Entertainment




Application of robots, Al and
automation technologies:

* Information provision in service industries

ransfer mit Pendelzug alle 2 Minuten - Fa




Application of robots, Al and

automation technologies:
* Cucumbers cutting robots




Application of robots, Al and

automation technologies:
* Sex services

https:/isurgefs.imgix.nevquality=v:80/K25JiHVOQUKIXCo%usin? https:/iwww.vanguardngr.comiwp-
auto=format&ixlib=imgixjs-3.3.2&w=1000 content/uploads/2018/02/Sex-robot-2.png




Application of robots, Al and

automation technologies:
* Search engines * E-commerce

Google  amazon
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Application of robots, Al and
automation technologies:

* Finance
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Application of robots, Al and

automation technologies:
* Digital assistants

Introducing

echo show

Now Alexa can show you things




Application of robots, Al and
automation technologies:

* Social media chatbots

Furopean Journal of Tourism Resea © X

Hi, Ihank you for
contacting the European
Joumal of Tourism
Research. How can | help

you?

About the EJTR

Submissions

‘ Manuscript status




Application of robots, Al and
automation technologies:

* Journalism

English Al Anchor

I'm an Enalish Artificial Intelligence Anchor




Application of robots, Al and

automation technologies:
* Academic research

Beta Writer

Lithium-lon
Batteries

A Machine-Generated Summary of
Current Research




Application of robots, Al and

automation technologies:
* Retail




Application of robots, Al and

automation technologies:
* Wearable technology




Application of robots, Al and

automation technologies:
* Implantable technology

Applications of implantable
medical devices




Application of robots, Al and
automation technologies:

* Human microchip implants




Surface Web
Deep Web

Dark Web
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The Deep Web

The Public' Web
VC')x".l.:,j 1 o‘ ‘V'b COf‘tNl .f.:~é h.i?lion ;)agc;s)

1S avallable via search engines like Google

7.9
Zettabytes

The Deep Web

Approximately 96% of the digital
universe is on Deep Web sites
protected by passwords
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Surface Web

- The surface Web is that portion of the World Wide Web that is indexable by conventional search engines.

it Is also known as the Clearnet, the visible Web or Indexable Web.

Elghty-five percent of Web users use search engines to find needed information, but nearly as high a
percentage cite the inabllity to find desired information as one of their biggest frustrations.

A traditional search engine sees only a small amount of the information that's available — a measly 0.03 %
[source: OEDB].




Deep Web - Introduction

The Deep Web is World Wide Web content that is not part of the Surface Web, which is indexed
by standard search engines.

It is also called the Deepnet, Invisible Web or Hidden Web.

Largest growing category of new information on the Internet.

400-550X more public information than the Surface Web.

Total quality 1000-2000X greater than the quality of the Surface Web.




only 4% of Web content (=8 BllOn pages)
Is avallable via search engines like
Google, Bing,Yahoo

The Deep Web
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. Approximately 96% of the digital universe
I8 on Deep Web Sites protected by
passwords




History

Jill Ellsworth used the term invisible Web in 1994 to refer to websites that were not registered
with any search engine.

Mike Bergman cited a January 1996 article by Frank Garcia:

“It would be a site that's possibly reasonably designed, but they didn't bother to register it with
any of the search engines. So, no one can find them| You're hidden. | call that the invisible Web®.,

Another early use of the term Invisible Web was by Bruce Mount and Matthew B. Koll of Personal
Library Software in 1996.

The first use of the specific term Deep Web, now generally accepted, occurred in the
aforementioned 2001 Bergman study.




How search engines work
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The Onion Router (TOR)

Tor Is software that installs into your browser and sets up the specific connections you need to access dark
Web sites.

Critically it is free software for enabling online anonymity and censorship resistance.

Onion routing refers to the process of removing encryption layers from Internet communications, similar to
peeling back the layers of an onion.

Using Tor makes it more difficult to trace Internet activity, including "visits to Web sites, online posts, instant
messages, and other communication forms”, back to the user.

It is intended to protect the personal privacy of users, as well as their freedom and ability to conduct
confidential business by keeping their internet activities from being monitored.




THIS HIDDEN SITE HAS BEEN SEIZED
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U.S. authorities shut down Silk after the
Silk Road Website alleged owner of the site Ross William Ulbricht
was arrested.
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Guns Products FAQs Register Login

New and unused and unregistered!
Ammo can only be purchased if you also buy the gun

Product Quantity

Walther PPK, Kal.7,65 600 EUR = 0.07046 B - X Buy now

Ammo, 50 Rounds 40 EUR = 0.00470 B X Buy now
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UK Passports

Your UK Passport - Name of your choice!

f : We are selling original UK Passports made with your info/picture.

Your info will get entered into the official passport database.

So it's possible to travel with our passports.

How we do it? Trade secret!

Information on how to send us your information and pictures will be given after purchase!

RURGFEAN NION
UNITHD KING

GREAT RRITAIN
g 117 You can even enter the UK/EU with our passports, we will add a stamp for the country you
are in before we send you your passport to any country!

Ideal for people who want to work in the EU/UK.

Product ) Price ‘ _Quantity J

Your original UK passport with your info/pictures 1000 GBP = x
This is 50% of the final price, you pay the other 50% a -

once we show you pictures of your new passport LR

NEW: UK bank account with online banking and card. 700 GBP = 1 B4
Great for cashing out bitcoin. Accounts are created in a S

secure way to make sure they don't get banned. LA

an
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o
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@ nidden wiki at Duc: X ¢ Hidden Wiki | Tor .« X | Hidden Wiki Deep Web: X owriezc726nuc3fv.c X penisvgibegxdo2s.. X HOME X ELECTRONION X[ =k - X

C  ® & creditclap4h3wéb.onion

CreditCard and PayPal vendor

Home EUcards  US cards PayPal Howto buy Contactus

We are a vendor for credit cards (both eu and us) and paypal accounts.

You can purchase the cards and the paypal accounts by sending a mail to us. Browse through the cards and
accounts and feel free to ask any questions you have.

We ship with UPS or to Germany with DHL. All shippings are provided with a tracking number so you can follow
your order.

US cards

im O Hi B suum *) #)BilgiGavenligiBa.. £ @ GelenKutusu(12).. ® @& & & B & ) HOME-TorBrow.. [l & s g S- < mE Z L TR 42 B
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Dumps  Orders Balance: Totak e
Stash News Cards transactiom  [ERENEEERY logowt Go to ant -

Time at Stash

Buy Cards  preorder sins (Autobuy)

Fllter Cards

Dase:  Latest - SUPERCHAMPION-BIG-WORLD-MIG-01 (FRESH SNIFFED CVV) 24,000 cards EU/WORLD MIX, HIGH VALID 95-100%, uploaded 20191129 (NON-REFUNDARLE BASE)
TURKLY

JURKEY MIX-0A-SPECIALPRICE-1USD (FRESH SMIFFLD CVV) 205.000 cords TURKEY MIX, HIGH VALID 85-90%, uploadsd 10191127 (time for refunds: 15 manutes)
TURKEY-MIX-03-SPEOAL-PRICE- 1USD (FRESH SNIFFED CVV) 190,000 cards TURKEY MIX, HIGH VALID 85-90%, uploaded 20191127 (time for refunds: 15 minutes)
TURKEY-MIX.02 [FRESH SNIFFED CVV) 30,000 cards TUBKEY MIX. HIGH VALID 85-90%, uploaded 2019:10-28 (time For refunds: 15 minutes)
JURKEY-MIX-01 (FRESH SNIFFED CVV) 30.000 cards TURKEY MIX, HIGH VALID 85-90%, uploaded 201910-28 (time for refunds: 15 minutes)

City Card Inve! £ mall v
& (Any) L (Avy) (any) *  WithCwV
ZIP codes (one per line) Exciuding Credit/debet: credit  debit DoAY
\ W) (Any)
BN (one or more per line) Excluding o

Resim Grup-I1B




® hidden wiki at DuckDuci X 2. Hidden Wiki Links - Corn X | ffi5v4bttwgx3fby.onion/ [ﬂ Rent-A-Hacker - Hirea I X B UK Passports - Buy real | X B Hidden Wiki

& Seme2augilcux2wa.onion

Rent-A-Hacker

Rent-A-Hacker

Experienced hacker offering his services!

(Illegal) Hacking and social »—mqmeermq is my business ¢ v
really good at hacking and i made a good amount of mum—, last

a real job, so 1 had the time to get

1 have worked for other people before, now i am also offering my vice T ever) with enough cash here.

Prices:

I am not doing this to make a few bucks here and there, i am not from some crappy eastern europe country and happy to

scam people for 50 EUR.

I am a professional computer expert who could earn 50-100 EUR an hour with a legal job.
So stop reading if you don't have a serious problem worth spending some cash at.

Prices depen lo t on the problem you want me to solve, but minimum amount for

You can pay me anonymously using Bitcoin.

Technical skills:
Web (HTML, PHP, SQL, APACHE)
ssembler, Delphi
y Exploits, Hmhlv p»—rmnah%d trojans, Bots,
ear Phishing Attac D ge O'.‘FIL‘; from s (
ally anything a h er ne o be successful, if i don't knn.n it, I'll learn it ver
Anc-nynnt-,v: no one will eve who i am or anything about my ghents.

Social Engineering skills:

- Very good written and spoken (phone calls) english, spanish and german.

- If i w‘an'f hack something technically i'll make phone calls or write emails to the target to
had = s you wouldn't beli really often

- /O =} BSunum #» 7P Bilgi GavenligiBa.. @& @ GelenKutusu (12).. ¥ @&l E " BE = 9 Rent-A-Hacker-.. [l & & g S-



%= 15 Kategori 91 Tor Deep Web & X ““ 15 Kategori 91 Tor Deep Web S X | ZeroBin.net Oday.today Exploit Database: = X

C @ & mvifugdwgcSuwho.onion

How to buy exploit? Two ways to buy required exploit. Currency, that we accept.

. Anonymous buying of exploits is the way to buy exploit without o . 7 .
registration. You buy it directly and anonymous and get exploit on e bltCOIn o hteCOIn
mail.

. Another way to buy exploits is to became Oday.today user, get We accept B Crypto Currencies: [
Oday.today Gold «® and buy required exploit in our database.

Search

0Oday Today Exploit Market and Oday Exploits Database

PoODUoLDODOE®

im O Hi B ¢ ® £ ©®32Milion'RighttoB.. ¥ & & & B & ) 0daytodayExploit Da.. Bes 3 s < 7% f TR e B







'Internet of things' or 'vulnerability of everything'? Japan
will hack its own citizens to find out
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2014'ln en cok kullanilan sifreleri listesi ise su sekilde:

1- 123456 (yerini korudu)

2- password (yerini korudu)

3- 12345 (17 sira yikseldi)

4- 12345678 (1 sira diistd)

5- qwerty (1 basamak distii)

6- 1234567890 (yerini korudu)
7- 1234 (9 basamak yiikseldi )

8- baseball (listeye yeni girdi)

9- dragon (listeye yeni girdi)

10- football (listeye yeni girdi)
11- 1234567 (4 basamak dustii)
12- monkey (5 basamak yiikseldi)
13- letmein (1 basamak yiikseldi)
14- abc123 (9 basamak diistd)
15- 111111 (8 basamak dsti)
16- mustang (listeye yeni girdi)

17- access (listeye yeni girdi)

18- shadow (yerini korudu)
19- master (listeye yeni girdi)
20- michael (listeye yeni girdi)

https:/iwww.sabah_com triteknolojif2015/01/21/iste-en-cok-kullanilan-sifreler




Listeye gore en kotii 10 sifre;

12345678
qwerty
12345
123456789
letmein
1234567
football

iloveyou

hitps://'www _sabah_com_triteknoloji/2017/12/20/sakin-bu-sifreleri-kullanmayin




23 HAZIRAN 2015 ‘Gelmis gecmis en genis capli
pemizEE - siber saldir: Shady RAT'

ilk defa 2011 yiinda McAfee’ nin hazirlacid1 bir raporla kamuoyunun haberdar oldugu Shady RAT
(Remote Access Tool) saldinlan, gelmis gegmis en genis caph siber saldin olma tnvamm rahatbkla hak
ediyor. Bu capta bir saldinda dahi saldirganlann kimlikleri tespit edilemenis olsa da McAfee’nin
hazirlaché1 rapor, ekonominin her sektdriinde faaliyet gisteren herhangi bir sirketin, benzer siber
saldinlara maruz kalabilecedini vurguluyor.

McAfee, Shady RAT"in ilk izlerinin 2009 senesinde, bir savunma sirketinin ugradidi saldirlarnin forenzik
analizinin yapilchg1 diinemde kesfedildidini belirtiyor. McAfee, saldirganlann komuta-kontrol
serverlarindan birisine erisim edindigini ve saldin loglarnim bu serverlar lizerinden analiz ettigini
belirtiyor.

Rapora gdre hedef alinan bir firmada saldinlann fark edilip gerekli dnlemlerin abinmasi halinde dahi
sizmanin, ilk basladid andan itibaren yaklasik bir ay boyunca devam ettigi belirtiliyor. S1zmamn kisa
stirdiigil kurbanlar arasinda Uluslarararas Olimpiyat Komitesi, Vietnamb bir teknoloji sirketi, Asyali bir
iilkenin ticaret dreiitii, Kanadal bir devlet kurumu, Amerikal bir savunma sirketi ile Amerikall bir
muhasebe firmas! bulunuyor. Ancak rapor, bu sizmalarn kisa sitirmesini sadece kurbanlarn siber
savunmadaki basansiyla dedil, saldirganlarin bazi érneklerde zaten kisa bir saldin amaclamasiyla da
acikliyor. Dider taraftan sizmalarn 20-28 ay boyunca tespit edilemedigi pek ¢cok drnek de var.

Orgiitlii bir sekilde saldirchgr anlasilan hackerlarin temel hedefleri devletler, Srgiitler, bilyiik firmalar,
savunma sirketleri ve hatta uluslararas! Olimpiyat komiteleri. ABD, Japonya, Tayvan, Birlesik Krallik,
Hindistan, Giiney Kore, Vietnam ve Kanada bilyiik zarara ugrayan devletler arasinda yer aliyor. Bunun
disinda Birlesmis Milletler ve Uluslararas Olimpiyat Komitesi gibi uluslararas: drgiitler de saldinlarn

kurbam.



Fransiz ajan itiraf etti: NSA
weniizos Baskanlik Sarayi'nin
bilgisayarlarina girdi

Amerika Ulusal Giivenlik Ajanst NSA'min marifetlerini
bilmeyen pek az. Almanya Basbakam Angela Merkel’i
bile dinlemeye aldiklarinin tim diinyanin 68rendigi,
NSA'min bir sekilde Fransiz sarayi Elysee’nin de
bilgisayarlarina girdigi ortaya cikti.

2006 ila 2013 yillan arasinda Fransa’min elektronik

istihbaratindan sorumlu Bernard Barbier’in itiraf ile bu

gercek giin yiiziine ¢ikty. itiraf da Barbier'in 1976
yiinda mezun oldugu iniversitede 68rencilere yaptig1 konusmanin gorintiilerinin YouTube’de
yayimlanmasi ve bu goruntiyl bir gazetecinin fark etmesi ile kamuoyuna mal oldu.




Siber saldiri hastaneyi ¢alisamaz
hale getirdi

& MART 2016

ABD'nin Giiney Kaliforniya bolgesinde bulunan bir hastaneye yapilan siber saldin sonucu, Kurumun
giinliik islemlerinde ciddi aksamalar meydana geldi ve hastalar tahliye edilmek zorunda kaldh.

Hollywood Presbyterian Hastanesi'nin sistemini hackleyen siber saldirganlarin hastane yinetiminden
sisteme tekrar giris izni icin fidye istedidi G@renildi. Cabisan ya da hasta bilgilerinin calimp calinmachdn
bilinmese de, olayin ardindan FBI sorusturmaya el koydu. Hastanenin acil servisinin saldindan ciddi
anlamda etkilendidi duyuruldu.




St Jude olayi: Hackerlar yatirim
et girketlerinin yeni partnerleri mi
oluyor?

ABD gectigimiz iki haftadir bir yatinm firmasi, bir siber giivenlik sirketi ve bir de sadlik cihaz
iireticisinin kanstig1 daha dnce Grnedi olmayan bir siber giivenlik olayim tartisyor.

Kalp ile ilgili cihazlar treten 5t. Jude Medical, medikal cihazlarnn siber giivenli@ine yodunlasan MedSec
ve Muddy Waters adl bir yatinm firmasim aym hikayenin kahramanlan haline getiren olay MedSec igin
cabisan hackerlarnn 5t Jude'un lrettidi medikal cihazlarda ¢ok ciddi giivenlik agiklarim buldugunu iddia
etmesiyle basladh.

Bircok *meslektasinin’ aksine St Jude’a siber saldin diizenleyen hackerlar, sirkete mail atip kriptolachd:
veriler karsihdinda fidye istemedi; va da sistemlerde buldugu sifinno giin acikhklanm sirkete satmaya
cabismadi. Bu alternatiflerin yerine farkh bir yol secen Med5ec hackerlan bir yatinm sirketinin kapisim
calmaw tercih etti.

Mayis ayinda Muddy Waters Capital yatinm sirketinde yonetici olarak calisan Carson Block'a ulasan
siber saldwrganlar, yatinm uzmamm ellerinde 5t Jude’u piyasada cok ciddi sikintiya sokacak bilgilerin
bulunduguna ikna etti. Buna gdre 5t Jude’un Urettigi kalp temposunu ayarlayan ve kalbin normal dis
atimmm tekrar normal ritmine donmesini saglayan cihazlarda (defibrillator) hastalarnin hayatim tehdit
eden gilivenlik agiklan bulunuyor. MedSec’in bu durumu fark ettigi halde, misterilerinin hayatinin
tehlikede oldugunu 5t Jude yerine bir yatinm sirketi olan Muddy Waters'a bildirmesinin bir etik skandal
dogurmasina ragmen sasirtici bilgiler bu kadarla simirb kalmmyor.




‘Sinsi yazilim Sauron'un arkasinda
bir devlet var’

7 EYLUL 2016

Sauron Projesi olarak adlandinlan siber casusluk yazibrmnin gectidimiz bes yilda 30" a yakin kurum ve
kurulusun aglannda faaliyet gosterdidi tespit edildi. Uzunca bir siiredir ortabkta clmasina ra@men daha
gectidimiz eyliil ayinda farkedilen yazibm arastirmacilann korkulu rityasi haline geldi.

=

Yiiziklerin Efendisi hikayesindeki her seyi gorebilen karakterin ismi verilen koti amach yazilim sisteme
giris bilgileri, sifreleme anahtarlan, yapilandirma dosyalanim ele gecirmek icin kullamlabildigi gibi aym
zamanda klavye hareketlerini kaydederek sistemlerde arka kap olusturarak siber saldirganlara davetiye

cikanyor.

Comodo’un iddiasina gére, bu kit amach yazibnmn ardinda devlet destekli bir hacker grubunun
bulunma ihtimali var. Ordu, finansal ve telekomiinikasyon kurumlanmn aglannda da tespit edilen
yazilm Cin’den Belcika’ya ve Isvec’e kadar bir cok iilkedeki cesitli kurumlarin sistemlerinde saptand.




wsuea20e Siber DUnyanin Cete Lideri: Ehud

YAZAR: REYHAM

GUNER Tenenbaum

Ehud Tenenbaum, nam-1 dider “The Analyzer” ya da “Udi”, ABD Hava Kuvvetleri'nin bilgisayarlarindan
Hamas'in resmi web sayfasina kadar, siber alanda hacklenmedik platform birakmayan bir israilli hacker.
ismi son olarak ABD ve Kanada’daki cesitli bankalarin hesaplarindan milyonlarca dolan kendi hesabina
aktarmasiyla yeniden giindeme gelen Tenenbaum, 17 yilbik bilgisayar korsanbigr macerasimn neredeyse
tamarmm hakkinda verilen tutuklama kararlanndan kacarak gecirmesine ragmen bir tirlii iflah
olmuyor.

Tim zamanlarnn siber sug cesitliligi bakirmndan “en zengin™ eylemlerini gerceklestiren Ehud
Tenenbaum, 1979 yilinda israil’in Hod HaSaron kentinde diinyaya geldi. Diger hacker hikayelerinin
aksine, Tenenbaum’un ¢ocuklugu ve siber diinyaya merak sabisiyla ilgili detaylar net olarak bilinmiyor.
Fakat efsane hackerin ismine ilk kez Pink Pony (Pembe Midilli) adl hacker grubunun tyeleri arasinda
rastiiyoruz. Pink Pony’de kendi gibi bilgisayar korsanlanyla iletisime gecip siber kabiliyetlerini gelistiren
ve farkh siber saldhn taktikleri @renen Tenenbaum, kisa zamanda etrafinda toplanan yetenekli ve bir o
kadar da tehlikeli bilgisayar korsanlarindan olusan bir siber grubun liderlidini yapmaya basladh.




25 Ekim 2017

Ukrayna Bitcoin'i yasallastiriyor, madencilik fFaaliyetleri artiyor

:
SUkrayna Parlamentosu’na 6 Ekim’de sunulan ilk yasa tasarisimin hemen ardindan, kripto para birimleriyle

ilgili ikinci yasa tasarisi Ukrayna Parlamentosu’na sunuldu. Yeni tasarilar ulkede bu para birimlerinin mali varlik olarak taninmasini saglarken aym
zamanda madencilik faaliyetleri icin sadelestirilmis vergilendirme ve dusuk fatura gibi kolayliklar saglhyor.

Yeni yasa tasansinda, parlamentonun mali politikalariyla ilgilenen komitesinin basindaki Serhiy Rybalka kripto para birimlerinin “mali varlik”
olarak taninmasini onerdi. Bitcoin.com’un haberine gore Rybalka, kripto para birimleriyle ilgili yeni kurallar ¢cikarp sureci uzatmaktansa bu para
birimlerini mevcut yasalara uyarlamanin daha iyi bir cozum olacagin dustnuyor.




16 Subat 2018

Japonya’'nin en biyiik bankasi kripto para ¢cikarmaya hazirlaniyor

Japonya’'nin en buyik bankasi Mitsubishi UFJ, gelecek aya kendi kripto parasini piyasaya siirmeyi
planliyor. MUFG Coin’i Japon Yeni partisinde olacak ve oncelikle finansal hizmetlerde calisanlara sunulacak. Kredi kartiyla karsilastirildiginda, bu
adimla birlikte, bireyler arasindaki para transferi veya alisveris gibi islemler daha dusuk maliyetlerle gerceklestirilecek.

Kullanicilarin kripto paray: kullanabilmesi icin bir hesap olusturmasi gerekecek ve MUFG, islemlerin dahili olarak yuritilmesini ustlenecek.
Mitsubishi UFJ Financial, 2016 yilinda paralar sunmak icin bir takim testler yapti ve gecen sene Coinbase tarafindan isletilen kripto para degisimi
GDAX ile anlastilar.




11 Aralik 2017

Bitcoin, enerji tiketiminde Danimarka'yla yarisiyor

: Bitcoin’in hizla ylikselen degeri rekor seviyede enerji tilketimini beraberinde getiriyor. Ars Technica adl
internet sitesinin habenne gore, Bitcoin yillik enerji tiketimi Danimarka’nin yillik enerji tuketimiyle ayni seviyede.

Yillik enerji tuketiminin 32 TWh civarinda olmas1 beraberinde surdurulebilirlikle ilgili sorular da getiriyor. Grist adli derginin yazan Eric Holthaus
bugiinkl oranlara bakarak Bitcoin’in 2020 yilina kadar blitiin diinyanin tiikettigi miktarda elektrik enerjisi tiiketecegini tahmin ediyor. Holthaus’a
gore bu surdurilebilirlik acisindan sorunlan beraberinde getiriyor.




12 Subat 2018

Kaspersky'deki i¢ savasi Rus istihbarati mi kazandi?

usterilerinin ozel -ve hatta gizli- bilgilerini Rus istihbaratina aktardigina yonelik iddialarla zor gunler
yasayan siber guvenlik sirketi Kaspersky Lab hakkinda bu iddialan destekleyen bir yazi1 yayinlandi. BuzzFeed’in Rusya merkezli Medusa sitesinden
aktardigi habere gore, sirketin kontrolu icin Batili yatinmcilar, isine odaklanmis muhendisler ve Rus istihbarat servisine yakin odaklar arasindaki
mucadele sonuclandi. Ancak sirketin, Rusya disinda 1998’den bu yana insa ettigi her seyi mahvetmek pahasina...

Habere gore, so0z konusu 3 grup arasindaki micadele 2010 yilinda basladi. Sirketin CEO’su Eugene Kaspersky’nin 20 yasindaki oglu Ivan’in
Moskova’da kacinldigr 19 Nisan 2011’de gun yuzine cikti. O sirada Londra’da olan Eugene, olaydan bir telefonla haberdar oldu. Oglunu kaciranlar,
3 milyon Euro fidye istiyordu. Eugene Kaspersky hemen sirketin avukati - ve eski bir KGB calisam oldugu iddia edilen - Igor Chekunov’u arayarak
yardim istedi. lvan dort glin sonra kurtanlsa da bu olaydan sonra Kaspersky Lab sirketindeki miicadelede Rus istihbarat1 agir basmaya basladi.




13 Subat 2018

Ulke sokta: 10 isvicreliden birinin kisisel bilgileri ele gecirilmis

isvicreli telekomiinikasyon sirketi Swisscom, gectigimiz yil bir glivenlik acigindan dolay: yaklasik 800 bin miisterisinin kisisel bilgilerinin yetkili
olmayan kisilerin eline gectigini itiraf etti. Info security’nin haberine gore bliylk kism1 devlete ait olan sirket, so0z konusu bilgileri ele geciren
kisilerin gectigimiz sonbaharda sirketin satis ortaklarindan biri araciligiyla sisteme sizdigim aciklad.

Magdur olan kisilerin cogunu cep telefonu musterileri olustururken az sayida internet abonesinin de durumdan etkilendigi belirtildi. Bilgileri ele
gecirilen musterilerin sayisi, Isvicre niifusunun yizde 10’una tekabiil ediyor.

Gizliligi ifsa edilen bilgileri arasinda musterilerin adlar, adresleri, telefon numaralan ve dogum tarihleri bulunuyor. Swisscom, bu bilgileri ‘hassas
olmayan bilgi’ kategorisinde degerlendirse de, soz konusu veriler kotu niyetli kisilere e-dolandincilik yapma noktasinda bir baslangic alam saghyor.
Sirket simdiye kadar boyle bir sey olmadigim acikladr.







